This paper investigates the level of prioritization and degree of implementation of IT security in higher education institutions (HEIs) 
INTRODUCTION
In this ever changing world where complex systems are rapidly evolving, everyone is always seeking for the outmost security. Webster defines security as quality or state of being secure that measure taken to guard against espionage or sabotage, crime, attack, or escape. It refers to the degree of protection against danger, damage, loss, and crime. It takes into account the actions of people attempting to cause destruction. The Asia-pacific region faced with the challenges that lie mainly in the general lack of awareness of IT security issues (Sembok, 2003) .
Among the many realm of security is information technology (IT) that particularly focuses on application, computing, data, network, information, and among others. The purpose of IT security is to formulate methods to prevent the weaknesses from being exploited on the three important aspects of any IT-related systems: the confidentiality, integrity, and availability. The three broad categories of system resources (hardware, software, and data) and the connections among them are all potential security weak points (Pfleeger & Pfleeger, 2003) .
However, even how secure an IT-related system is, anyone can develop attacks and destroy its vulnerabilities. There are four kinds of attacks on IT systems, these are: interception, interruption, modification, and fabrication (Pfleeger & Pfleeger, 2003) .
Reports show significant events that destroy vulnerabilities of IT-related systems. In UK, the cases of information security breaches are on the rise because businesses have begun to operate differently and now depend more on technology (Shukla, 2010) (Sembok, 2003) . In the Philippines, four people hacked into the accounts of AT&T business customers in the United States (Sengupta, 2011) . In the article of Computerworld Philippines, the stable growth of cybercrime had an adverse effect among social networking sites users particularly on the confidence and trust issues. In the same article, it was cited that RSA, the security division of EMC corporation, revealed a survey that consumers are now more aware of phishing threats, but new attack methods duped six times as many in just two years.
While the business sectors are experiencing rampant IT security breaches, reports also show that the educational institutions are also facing constant growth of IT security problems. EDUCAUSE reported that IT security is 4th in rank among the 2011 top 10 ITrelated issues in the higher education institutions (Ingerman, Yang and the 2010 EDUCAUSE Current Issues Committee, 2010) . Moreover, EDUCASE revealed that IT security is at #1 or #2 on the list of "potential to become more significant in higher education institutions in the coming year". The result, according to EDUCASE, implies that we still haven't seen the whole scope of either the challenge or the solution. 
METHODOLOGY
This paper is a derived document from the study on the landscape of IT in the HEIs in the Philippines. The study was a descriptive-correlative and utilized a survey method.
The respondents of the study are all higher education institutions in the Philippines. Only one respondent per HEIs is allowed to participate in the survey. He/She must be the IT Manager or the person in-charge of the management information systems or IT-related services in the HEIs.
During the administration of the study, a sample size of the respondents was determined where the total number of population (N) was based on the list of HEIs published in the official website of CHED. In this case, the total HEIs based on the list is 1,496; 112 of which are public colleges and universities and 1,384 are private colleges and universities. The sample size was rounded off to 316 HEIs. Computation of the sample size is as follows: [1] where n is the sample size, N is the total population and e is the margin of error. A 5% margin of error is used in the study. Using the stratified sampling procedure as computed below
A total of 316 HEIs in the Philippines was included in the survey. Respondents per region in the Philippines were identified randomly using a computerized random number generator (Weaver & raulin, 2007) . See appendix for the Philippine map to locate the regions. A total of 97 HEIs participated during the administration of the survey, two of which were disqualified due to the qualification of the person who answered the survey questionnaire. A total of 14 HEIs formally signified not to participate in the survey and two sets of questionnaires were returned via the post office due to address not found. Table 1 presents the regional distribution of the HEIs qualified in the survey. Of the 95 HEIs that were evaluated, 15 are public colleges and universities and 80 are private colleges and universities.
The Instrument and its Administration
The instrument used in data gathering to accomplish the specific objectives of the study was a researcher-made survey questionnaire. The survey questionnaire is composed by sending a printed copy of questionnaires addressed to the school heads. The fourth administration was done by sending the electronic questionnaire through email directly to some of the identified respondents (IT managers or related position).
Follow-up processes were also limited through making telephone call and sending text messages to the respondents who did not respond based on the indicated deadline.
Telephone numbers were based on the list published in the CHED website. A weekly follow-up through email was also done to have a greater participation from the HEIs. Only those HEIs who sent back the filled-up questionnaire from February 4, 2011 to April 30, 2011 were included in this study.
RESULTS AND DISCUSSION

The Prioritization of IT Security in the Higher Education Institutions in the Philippines
According to Associated Press, universities and colleges are prime targets of security attacks because universities and colleges repeatedly operate and run systems with vulnerabilities and few monitoring activities as explained by Richard Power, editorial director for the Computer Security Institute (Pfleeger & Pfleeger, 2003) . Likewise, the National Center for Education Statistics of the US Department of Education pointed that while computers and networks contribute to the efficiency of educational record-keeping, data access, and use, they have not changed the reasons schools need to maintain, share, and use student and staff information. On the other hand, as security threats grow in severity and as institutions continue to face limited resources to combat them, it seems likely that security will remain a top concern for higher education for years to come institutions (Ingerman, Yang and the 2010 EDUCAUSE Current Issues Committee, 2010) . This may imply that HEIs need to consider IT security to be one of the top priorities.
The level of prioritization of IT security in the HEIs in the Philippines (Table 2) shows that the aggregate mean of IT security in the higher education institutions in the Philippines is 3.80, which has the description of high priority. This signifies that IT security in the HEIs is prioritized and there is need to be done in the next 3 years. Likewise, the highest weighted mean of the items in IT security is 4.20 which is essential and this is on the item that the "institution should have a written privacy and security policies." This indicates that this item is already in place in the respondents' HEIs. The result may signify also that HEIs in the Philippines are highly protecting their information as it (information) is the lifeblood of any educational institution. Educational institutions collect, process and store information about their resources, activities and other stakeholders. This information can be described about students, faculty, staff, degree courses and programs, facilities, activities and other operations in the institution, as explained by National Center for Education Statistics of the US Department of Education. All these are collected and maintained so that schools can effectively organize services offered to students, measure learning progress, assign and monitor staff responsibilities and resource use, and provide other valued services to their communities.
Further, the study also reveals that the private HEI's level of prioritization is better 
The Implementation of IT Security in the Higher Education Institutions in the Philippines
Despite of the increasing security issues in school, universities and colleges are implementing security measures. Huang Ee Choon, deputy director of the National University of Singapore's computer center, cited by (Tsang, 2007) , pointed out that because the university is keeping "critical and sensitive resources" readily available in a digital
format, additional security measures should be implemented.
The degree of implementation of IT security (Table 3) , has an aggregate mean of 2.97 with a description of moderately implemented. IT security is in the HEI's strategic plan but there is no action that it has been done. Highly implemented item of IT security is item 1 indicating that development of a written privacy and security policies is continuing and on-going. This is unlike with the survey conducted in 1996 adapted from Snapshot, cited by (O'Brien, 1999) , on the weaknesses in safeguarding proprietary information, where 49% of the respondents indicated that they have no written policies for information systems' security. The result provides a good indicator that the HEIs in the Philippines are ready to face many business control and security challenges (Frenzel, 1999) . However, identifying firms and consultations for possible hiring of consultant is the least degree of implementation on IT security among the respondents with fairly implemented rating. This indicates that this item of IT security is discussed and considered for inclusion in the next strategic plan of the HEIs. The result also suggests that IT support for the HEI' administrative process and academic teaching in the Philippines is at certain moderation. According to Attipa Julpisit, cited by (Tsang, 2007) , IT serves as a primary support to both the university's administrative process and academic teaching. Among these that need to be secured The aggregate mean of the degree of implementation of the IT security presented in the study shows that all these components are already implemented but no action has been established to achieve these components. However, according to the result on the level of prioritization, the aggregate mean of IT security is highly prioritized and need to be done by the HEIs in the next 3 years.
Further, the study also reveals that the private HEI's level of implementation of IT security is better ( x = 3.05) compare to the public HEIs in the Philippines ( x = 2.55).
When the respondents are grouped according to gender, the study reveals that the male IT 
The Relationship and Difference between the Prioritization and Implementation of IT Security in the Higher Education Institutions in the Philippines
The level of prioritization in all IT components presented in the study is rated high priority ( Table 2 ). The result shows that these components are prioritized and need to be done in the next 3 years. On the other hand, all IT components presented in this study were rated moderately implemented (Table 3 ). The result shows that these components are already in the strategic plan but there is no action exercised. The level of prioritization on IT security has significant correlations at 0.01 level of confidence with the degree of implementation on IT security as shown in Table 4 . Tables 5 shows that The mean values of all items in the IT security components show that the degree of implementation is less than the level of prioritization. It indicates that there is a disparity or significant difference in the implementation of IT security against the prioritization of IT security in the HEIs in the Philippines. This further implies that the HEIs in the Philippines have notable planning focusing on IT security; however, implementation plans are needed for improvement. This result may indicate also that IT managers in the HEIs in the Philippines do not fully implement formal strategizing and planning processes that meet established objectives and install disciplines to manage application acquisition and operation (Frenzel, 1999) . 
SUMMARY OF FINDINGS
The level of prioritization of IT security in the HEIs in the Philippines is described as high priority. This signifies that IT security components in the HEIs are prioritized and there is need to be done in the next 3 years. The degree of implementation of IT security has a description of moderately implemented. This implies that IT security is in the HEIs' strategic plan but there is no action that it has been done.
The level of prioritization of IT security has significant correlations at 0.01 level of confidence with the degree of implementation of IT security in the HEIs in the Philippines.
The mean values of all items in the IT components show that the degree of implementation is less than the level of prioritization. It indicates that there is a disparity or significant difference in the implementation of IT security against the prioritization of IT security in the HEIs in the Philippines.
The result of this study is similar to the survey conducted of over 500 companies, cited by (O'Brien, 1999) , adapted from Luftman (1997), on performance problems in managing information systems. The survey revealed that 16% of the respondents, highest in rank, showed that IT effort is poorly prioritized. In a separate survey, cited by (Chapman, 2004) , on why CEOs fail, 70% of 10 CEOs who fail do so not because of bad strategy, but because of bad execution in the implementation. This may be a guide for the HEIs to properly and effectively implement IT security priorities to achieve organizational goals.
Likewise, the result of this study affirms the result of a survey conducted on why only one third of UK companies achieve strategic success 80% of MIS heads or directors said they had the right strategy and perhaps the right priorities but only 14% thought that they were implementing them well.
CONCLUSION AND RECOMMENDATION
The HEIs in the Philippines are working hard in terms of the management of IT security. Written privacy and security policies are the top priority in the HEIs in the Philippines but there is no enough extent of implementation. On the other hand, forensics in the HEIs in the Philippines is the least priority.
HEIs should strategically plan IT security and develop working methods of action for an effective implementation, administration and management of IT security. There must be campus awareness about IT security that will involve not only with the school administrators but as well as students, faculty staff, support units and services. HEIs should also be cautious on its priorities for the reason that implementation of IT security is expensive. HEIs may consider other alternatives and approaches that explain varied implementation issues. Turning plans into action-called phased approach (Chapman, 2004) .
HEIs may thoroughly identify performance factors with strategic initiatives and projects designed to develop and optimize departmental and individual activities in the institutions.
HEIs in the Philippines should strategically establish an adequate protection to ensure confidentiality, integrity, and availability of the institution's resources.
